
Employee Acceptable Use Policy (AUP) 

Board Policy Links – CQ, DH, DIA, FB, FFH, and AUP 

Technology resources, including Internet access, will be used to promote innovation and 
educational excellence consistent with the Texas Essential Knowledge and Skills and the goals 
of the McKinney Independent School District (“McKinney ISD” or “District”). McKinney ISD 
believes that the access to information resources and opportunities for collaboration, when used 
in a responsible manner, will provide educational benefit for students and employees. The 
District has deployed a wide-area network that will allow staff and students to communicate 



 
System users should be mindful that use of school-related electronic mail addresses might result in some 





1. Working with the student; 
2. Considering disciplinary or academic actions, the student’s case, or an individualized 

education program for a student with disabilities; 
3. Compiling statistical data; 
4. Reviewing an education record to fulfill the official’s professional responsibility; or 
5. Investigating or evaluating programs. 

 
Employees violate this policy if they access information in which they do not have a legitimate 
educational interest, as defined above (e.g. accessing information of student’s not in the employee’s 
class, not on the employee’s campus, etc.). 

Monitored Use 

 
For security and network maintenance purposes, authorized individuals within McKinney ISD may 
monitor equipment, systems, and network traffic at any time. Electronic mail transmissions and other use 
of the System by employees are not private and may be monitored, reviewed, audited, intercepted, 
accessed, or disclosed at any time by designated District staff to ensure appropriate use.  
 
The System’s software and hardware that provides the District email capabilities has been publicly 
funded. For that reason, use of the System should not be considered a private form of communication. 
The content of any communication of this type is governed by the Open Records Act and the District is 
required to abide and cooperate with any legal request for access to email contents by the proper 
authorities. 
  
One level of security McKinney ISD has implemented is the installation of the Internet Filtering Service. 
Employees that have an instructional need to access web sites that may be blocked should submit a ticket 



destruction practices. [See Board Policy CQ (local) and CPC (local)] 
 
All District employees are required to abide by the Code of Ethics and Standard Practices for Texas 
Educators (“Code of Ethics”), State and Federal law, District Policy, this Employee AUP, and 
ethical standards when communicating with students and other employees, regardless of whether 
such communication takes place on campus, during instructional time, through use of the System, or 
not. District employees shall recognize these laws and regulations apply to any and all 
communication with students and other employees, including, but not limited to, use of email, social 
networking sites, cell phones, and text messaging. 

Electronic Communication  

System users will ethically use electronic communication including telephone, cellular telephone, 
computer, computer network, personal data assistant or a pager. Communication includes emails, 
text messages, instant messages and any communication used through Internet websites including 
social media websites or social networking websites.  All confidential data contained within an 
email message or attachment must be secured.   

Ethical Use  

Additionally, the Code of Ethics, Standard 3.6 provides, “the educator shall not solicit or engage in 
sexual conduct or a romantic relationship with a student.” [$""#Board Policy DH (exhibit)]. 
Educators shall maintain the proper decorum in any and all communication with students, regardless 
of whether such communication occurs during or outside of the instructional day. 
 
In accordance with McKinney ISD’s expectations, District employees are prohibited from posting any 
information, pictures or otherwise, on the Internet that results in a violation of the Code of Ethics, State 
and Federal law, and District Policy, including the District’s Standards of Conduct for all employees. 
District employees are also prohibited from using the District’s System to access sites in violation of this 
Employee AUP, as detailed above (see section titled “Acceptable Use”). Please be aware that the District 



Violation/Sanctions 

Non-compliance with the Employee AUP and/or District Policy may result in suspension of access, 
termination of privileges, and/or other disciplinary action consistent with Board Policies and State 
or  
Federal law. [$""#the Employee Handbook and Board Policies DH series]. Violations of law may 
result in criminal prosecution as well as disciplinary action by the District. Persons whose 
violations of the Employee AUP result in system disruption or damage may be responsible for 
reimbursement of costs incurred in system restoration. 

Disclaimer of Liability  

The District shall not be liable for an employee’s inappropriate use of electronic communications 
resources or violations of copyright restrictions or other laws, an employee’s mistakes or 
negligence, and for any costs incurred by employees through the use of the System. The District 
shall not be responsible for ensuring the accuracy, age appropriateness, or usability of any 
information found on the Internet. No warranties of any kind are offered either expressed or 
implied. 
 


